Cyber Insurance Readiness Checklist

The security controls underwriters most commonly ask about, in one place.

Cyber insurers now ask detailed questions before they write or renew a policy. This checklist covers the controls
underwriters most commonly require or ask about. Organizations that can show these controls are in place are often
in a stronger position at renewal. Mark each item as in place, a gap or unknown, or something you would like help

with.
Organization Completed by Date
Access Control and Authentication pAE R Nern

Multi-factor authentication (MFA) enforced on all email accounts.

MFA enforced on all remote access (VPN, RDP, remote desktop tools).
MFA enforced on all financial systems and banking portals.

MFA enforced on all cloud and SaaS applications.

Privileged accounts use dedicated admin credentials, not daily-use
accounts.

Password management solution deployed for all users.
Password complexity and length requirements enforced by policy.

User accounts reviewed and disabled within 24 hours of employee
termination.

- - IN GAP OR NEED
Endpoint Security PLACE UNKNOWN HELP

Endpoint detection and response (EDR) deployed on all workstations and
servers.

Anti-malware with behavioral detection on all endpoints.

Automated patch management for operating systems and third-party
applications.

Full disk encryption on all laptops and workstations.
USB and removable media restricted or controlled by policy.

Endpoint protection coverage validated, with no unmanaged devices.
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Email Security SLAGE

Email security gateway or advanced anti-phishing solution in place.
Business email compromise (BEC) detection enabled.

SPF, DKIM, and DMARC records properly configured for your domain.
External email warning banners enabled.

Email archiving or backup solution in place.

Network Security e

Next-generation or business-grade firewall in place.

Network segmentation, with guest, production, and 10T networks
separated.

Remote access secured through VPN with MFA.
DNS filtering in place to block malicious domains.
Wireless networks secured with WPA2 or WPAS3 at minimum.

Open RDP ports blocked or restricted to authorized addresses only.

IN

Backup and Disaster Recovery SLACE

Automated backups for all critical systems and servers.
Backups stored offsite or in the cloud, not only on premises.

Backup immutability, so backups are protected from ransomware
deletion.

Backup restoration tested at least annually and documented.
Microsoft 365 or Google Workspace data backed up separately.

Recovery time and recovery point objectives (RTO and RPO)
documented.

Incident response plan includes backup restoration procedures.
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H Security Awareness and Training

Formal security awareness training program for all employees.
Training completed at least annually, with records maintained.
Simulated phishing campaigns conducted regularly.
Employees trained to identify and report suspicious activity.

New-employee security orientation as part of onboarding.

Incident Response

Written incident response plan (IRP) in place and reviewed annually.
Incident response roles and responsibilities defined.

24/7 security monitoring in place, with alerts reviewed in real time.
Managed detection and response (MDR) provider engaged.

Cyber insurance carrier contact information readily available.

Legal counsel identified for breach response.

Breach notification procedures documented, including state-law
requirements.

n Vendor and Third-Party Risk

Inventory of all third-party vendors with system or data access.

Business Associate Agreements (BAAS) in place with all vendors handling
PHI.

Vendor access reviewed and restricted to the minimum necessary.

Critical vendors' security posture reviewed.

n Compliance and Governance

Written Information Security Policy (WISP) in place.

HIPAA Security Risk Assessment completed (healthcare organizations).
PCI DSS compliance documented (cardholder data environments).
Data retention and destruction policy in place.

Employee acceptable use policy documented and signed.

Privacy policy published and current.
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Readiness Summary

Category Items in place Gaps Need help
Access Control and Authentication

Endpoint Security

Email Security

Network Security

Backup and Disaster Recovery

Security Awareness and Training

Incident Response

Vendor and Third-Party Risk

Compliance and Governance

Found gaps? We can help close them.

CyberCore helps organizations put these controls in place and keep the documentation ready for renewal. Start with a
free risk assessment at cybercore360.com/free-risk-assessment or call (515) 500-2673.

This checklist is provided for general informational purposes. It is not insurance or legal advice. Coverage, eligibility, and premiums are
determined solely by your insurer, and requirements vary by carrier and policy.
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